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- DATE USAGE, ANALYSIS SERVICES & -
- CONFIDENTIALITY AND NON-DISCLOSURE AGREEMENT

‘This Data Usage, Analysis Services, and Confidential and Non-Disclosure Agreement
- (hereinafter referred to as the “Agreement”) is entered into this 15th day of April, 2026 by and
- between the City of Durham (hereinafter referred 1o as the “City™), a North Carolina municipal -
~ corporation, the Trustees of the University of Pennsylvania, a Pennsylvania not for profit
~ corporation (heréinafter referred to as the “Research Provider”), and each individual researcher
~ (hereinafter referred to as “Researcher(s)™) executing this Agreement, (hereinafter referred to -
~ collectively, “the Parties™). o
'WHEREAS, pursuant to the terms of this Agreement, the Research Provider and.
- Researcher(s) shall -assist the City with analyzing violent crime data with the hope and goal of -
- developing a violent crime reduction strategy pursuant to the “Proposal for Gun Violence
- Problem Analysis and Strategy Development with Durham City and County Leadership” (“the:
- Project”) dated February 25, 2026 and submitted by the Crime and Justice Poltcy Lab,a.
' Researcher operated staffed and funded department

_ 'WHEREAS, the Research Provider has prov:ded similar services to the citiés of
~ Baltimore, Md., Bakersfield, Ca., Oakland, Ca., and San Francisco, Ca.
: WHEREAS tne Research Provider and Researcher(:s) :acknowledge that the Cfty:
- generally requires a court order to allow anyone, other than the Durham County District.
- Attorney’s Office or other law enforcement agencies, to have access to its investigators and their-
- ¢riminal investigative files, and the City hereby agrees to allow access pursuant to this -
- Agreement relying on the expertlse and reputation of the Research Provider and pursuant to the
- terms and limitations set out in this Agreement. - :
WHEREAS tne .Res.eafcher.(s)' is asked to execute this agreement for the limited 'purpo'se
: of bemg bound by the terms and hmltatlons regardmg conﬁdentlahty and non-disclosure.
'NOW THEREFORE, in consideration of the premises and the mutual covenants st forth'

~ herein and for other good and valuable consideration, the receipt and sufficiency of which are
~ hereby acknowledged, the parties hereto covenant and agree as follows.

L Pumose Lo o
-~ The purpose of this PrOJect is to complete the scope of work set out in the above’
: referenced Proposal wh1ch is mcorporated herem by reference

'Because this project involves applied research working dlrectly with the Clty, lncludlng '
“the Durham Police Department, it has the potential to impact the city’s resource '
“allocation decisions, which may have significant impacts on residents. By improving
-understanding of incident characteristics, motives, and group dynamics associated with
shootings and homicides, the project may support efforts to. improve the effectiveness of -
“interventions for those at the very hlghest rlsk and strengthcn publlc safety responses te
' serlous v1olence '

‘Data from the City will be central to this project, and the primary goal is to produce a -
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Hocalized violence problem analysis rather than evaluate a- specific intervention or - -

prescribe a standardized model. Still; the resulting analysis may prov1de 1ns1ght for other
- jurisdictions seeking to better understand and respond to drivers of serious gun v1olence :
' _m therr commumtles :

-2 'Data Usage and Researeh Servrces
. The Research Provider and Researcher(s) shall have access o Confidential Informatron,
as defined in Section 6 below, solely for-use in such manner as detailed in Sections 5 -
below. The Rescarch Provider and Researcher(s) shall NOT be permitted access to -
- -Confidential Information until ¢ach has exécuited this Agreement, which shall'b¢ kepton
- file by the City. The Research Provider and Researcher(s) agree to abide by all regulatory
- ‘and statutory restrictions relative to its access of the information described abave. Data -
accessed by the Research Provider and Researcher(s) will include homicide and shooting -
. data from 2021-2026, reasonable access to Durham Police Department Investigators, as -
- workload allows, access to investigatory files; and access to pubhcly available erlmmal .
- .hlstory data for involved victims and suspects 3 R :

. 'The Research Provrder and Researeher(s) wrll pr0v1de the fol]ow data analy51s servrees -

(1) conduct interviews with case investigators to determine incident motive and e

- group/gang involvement; (2) facilitate focus groups with law enforcement personnel to o
~gain a more in-depth understandmg of local group/gang dynamlcs and (3) developa
- violence problem analysis report to help local city and community-based partners . -

- understand the current drivers of violence in Durham and 1mp1ement responswe data- :
: drlven interventions ( ‘Services’ ) o

':'EBE;Pa]zmentf""' o . .
o The Clty shall pay. the Researeh provrder for the Servrces as follows

$50 000 upon executlon of thls agreement
$50 000 upon recelpt of the ﬁnal dellverable outlmed in the scope of Work

' The total dollar amountto- be pald under thls contract by the Clty to the Research :

- Provider shall not exceed $100,000. Unless otherwise authorized in a properly executed
- written amendment to this Agreement the City shall ot be obllgated to pay the Research -
- Provider or Researcher(s) any payments. fees, expenses, or compensation other than ~
- those authorized by this Section. PR

The Resjear.ch.P:rovi:der s:hall Send i_nv_oices.to.the_ City for the amounts to be paid pursuant -
. to this conrract.-Each invoice shall clearly show. the project name, the City’s - L
. project/accounting number. Within thirty days after the- City receives-an invoice, the City
- shall'send the Research Provider a-check or electromc funds transfer in payment for all -
. undlsputed ameunts contamecl in the invoice. '

4. Durafion and Termination
- This Agreement is effective upon the date the last party 51gns below Thrs Agreement :
- shall remain in effect for one (1) year from the effective date and may be terminated by - -
. either party upon fourteen (14) days written notice to the other party. This Agreement -
: may aise be extended for an addrtlona year upon ertten agreement of Partres g o

: 20f8 .
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The termination of this Agreement or any change in its terms shall not relieve the
‘Research Provider and Researcher(s) of any obligations of non-use or non-disclosure -~
‘hereunder or the obligations to return or destroy all Confidential Information. as outlined
‘below.. o

‘5. ‘Data Storage and Security S

' The Research Provider and Researcher(s) shall approptiately secure the Conﬁdentlal
Information using safeguards providing at least the level and scope of security
‘established by the Office of Management and Budget (OMB) in OMB Circular No. A- |
1130, Appendix 11 — Security of Federal Automated Information Systems. The Research
-Provider and Researcher(s) shall also comply with applicable Health-and Human.
‘Services Agency (HHS) policies on information security, including HHS-Office of the -
‘Chief Information Officer Policy for Information Systems Security and Privacy and
other policies referenced therein. For purposes of this Agreement approprlate securlty
3measures mclude but are not llmlted to: o S .

- a) Limited access to data only by’ Researeher(s) who has executed this Agreement

- b) Encryption of data or password protection when data is not inuse;

" ¢) Storage of data in secured settings. Note that data may not be stored on a laptop

- _computer or external drive unless the data is appropriately encrypted; and _

- d) - Study and review of criminal investigative files in person at the Durham Police .
-Department without copying, or otherwise photographing, recording, or - -
‘capturing any documents or evidence contained in the criminal investigatory files -

‘6. -Confidential Information -
“Whereas the Research Provider and Researcher(s) will have access to information that is -
“deemed confidential and privileged, and which might contain information relating to an
“individual’s criminal record and investigatory details, the disclosure of which woiuld be -
-prejudicial to enforcem-ent of a speeiﬁc ca-se,- the Parties agr-ee as follows:-

- a) Asused through this Agréement, the term Confidential Information means

- information that is not a public record as defined by Chapter 132 of the North
‘Carolina General Statutes, information that is protected from disclosure by any
‘other state or federal law, including but not limited to North Carolina General
‘Statute § 160A-168 (Privacy of Employee Personnel Records) and the Omnibus
‘Crime Control and Safe Streets Act of 1968, as amended from time to time and - -
its implementing regulations including 28 C.F.R. § 20.1, et seq., information that .
“is-not made public by the City, information that is contained within an - :
-investigatory file, information that is not generally known to third parties; and - -
“information that is designated as confidential by the City, including, for example, -
“incident and criminal record information that includes p‘ersonal'idientiﬁ'ers All
‘information disclosed to the Research Provider and Researcher(s), or to which the
‘Research Provider obtains access, pursuant to this Agreement, shall be presumed
‘to be Confidential [nformation.

- b)  The Parties understand that unauthorized disclosure or use, whether intentional or-

~unintentional, of any of the Confidential Information would be detrimental to the -

City. Accordingly, the Research Provider and Researcher(s) agree:
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C)

g i'.' Not to drsclose Conﬁdentral Informatlon to any party out31de of the
- identified “Research Team.” - o
i, Not to use any of the Conﬁdentlal Informatlon for any purpose other than
- for the specrﬁc research purposes covered by this Agreement. . :
i To maintain all the Confidential Information in confidence and notto =
 disclose any portion of the Confidential Information to any person wrthout
- the prior.and explicit written consent of the City. :
v, That any use of the Confidential Information for reasons not outhhed by
- this Agreement will result in the immediate termination of this- :
- Agreement and surrender of all information, confidential or otherwrse
- recéived by the Research Provider and Researcher(s) RERTRTPE
~That, upon termination of this Agreement or upon the Clty s request all :
- records, compositions, articles, documents and other items which contam, g
- disclose, and/or embody any Confidential Information {including but not -
o limited to all copies, reproductions, summaries and notes of the contents -
. thereof), shall be returned to the Crty, and the City of Durham’s Chief of
- Police will certify that the provisions of this paragraph have been
- complied with: In li¢u of returning the records the Research Provider and-
- Researches shall destroy the records within 10 days of termination. The =~
" Research Provideér will provrde a certlﬁcatlon of destruction of records
- Durham’s Chief of Police. -

As requrred under the North Carolma Publrc Records Act the Research
- Provider and Researcher(s) shall implement and maintain reasonable security

- procedures and practices that are appropriate to the nature of the personal :

- information and Confidential Information disclosed to the Research Provider =

- and Researcher(s) by the City which are reasonably designed to help protect '
- the information from unauthorlzed access use, modrﬁcatlon drsclosure or -
R destructlon : :

D

The partles agree that the obllgatlons and/or restrlctlons pursuant 10 thrs 2
Subsectron 6(b) shall not apply to information-which: : ' :

1. Is or becomes part of the public domain through no act or omrssron of the o
- Research Provider or Researcher(s); or- o :
(i The City authorizes, in writing, for release; or = o
iii. - The Research Prov1der or Researcher(s) obtams from a source other than o
R thc Clty :

In the evfent:that.t:he Research Provider or Researcher(s) receives a request to - -

 disclose all or any of the Confidential Information under the terms of a valid and

- effective subpoena-or order issued by a court of competent jurisdiction or by a -
- governmental body, the Research Provider and Researcher(s) agrees to
- immediately notify, except to the extent legally prohibited, the Attorney for the o
- Durham Police Department of the existence, terms, and circumstances
*surrounding each request, so that the City may seek an appropriate protectwe
- order and/or waive compliance with the provisions of this Agreementpriorto .
3 productlon of the requested Confidential Information. The Research Provider and.
Researcher(s) understand that, except as otherwise legally requrred it may not.

o dof8
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7.

10,

- according to a schedule, and the Research Provider fails to perform the Services in
“accordance with the required schedule, the City may, in its discretion, perform or cause to
“be performed some or all of the Services, and doing so shall not waive any of the City’s
-rights and remedies. Before domg 50, the. Clty shall gwe the Research Provider notice of.
-its intention. EEIR

‘disclose any of the Confidential Information requested in the subpoena or order
‘until such time as the City séeks a protective order or unitil the City provides the’
‘Research Provider and Researcher(s) with a written release for the Confidential -
Information, -

Llcense _

.The Parties hereby acknowledge that the information prov1ded is the property of the City
-and the disclosure of such information to the Research Provider and Researcher(s) does
‘not convey any right, title or license in the Confidential Information to the Research -
‘Provider or Researcher(s). Additionally, the Research Provider and Researcher(s) agree
‘that it shall not appropriate the Confidential Information for its own use or the use of any
third party except to the extent otherwise authorized in writing by the City. - :

. Exhlblts The;foillo“tin.g exhibits are made aipatrt of this contract;

“Exhibit A — Proposal for Gun Violence Problem Analysis and Strategy Development with
'Durham, containing 6 pages.

-Except in the case of exhibits containing required federal clauses, if there is.conflict -
“between an exhibit and the text of thlS contract etccludmg the exhlblt the text of thts
~contract shall controi

‘Complete Work without Extra Cost. Except to the extent otherwise specifically stated in
“this contract, the Research Provider and Researchers shall obtain and provide, without -
-additional cost to the City, all labor, materials, equipment, transportation,. facilities,

- services, permlts, and licenses necessary to perform the Services. - S

Performance of Serviees by City. If this contract requires the Services be completed

labtltgg

: a) The Research Provider agrees to be solely responsible for any and all claims -

o (mcludmg, without limitation, claims for bodily injury, death or damage to
property), demands, obligations, damages, actions, causes of action, suits, losses, -
_judgments, fines, penalties, liabilities, costs and expenses (including, without
limitation, attorney’s fees, disbursements, and court costs) of every kind and
“nature whatsoever, to the extent arising in any manner by reason of the negligent
acts, errors, omissions or willful misconduct arising out of, or related to, the -
-performance of this Agreement, including the use or alleged or actual misuse of
“Confidential Information; by the Research Provnder Researcher(s), and thelr
“respective employees or students.

| b) [ReSeri'ed]..
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2.

B

c) [Reserved]
~d) The provisions of thlS Sectlon shall surv1ve the expiratlon or termmatlon of thls o
o Agreement o e

Results and Reports BORE
~a) The Parties desire to have a coordmated commumcatlon strategy about the -
- Services, The Research Provider will furnish the City with a copy of any.
- proposed presentation at least thirty (30) days before formal submission of such -
- proposed presentation of the results of the Services to allow the City to review
- such materials 1o identify any potential disclosure of Confidential Information. [f
- the City requires additional time for review, the presentatlon will be delayed an *
N addltlona thirty (30) days. No employee or agent of the City shall be identified
. in the Report without the ‘eXpress written consent of such. person. Following.
- -receipt of the City’s written request within the applicable review period, the -
. Research Provider will remove any Confidential Information as identified by the -
- City. Until such time that the City has completed its review of the presentatlon, o
. the Research Provider will not otherwise release the results of these services.
- Once accepted by the Clty, the Researeh Prov1der 8 presentatlon w1]l then be a
- pubhc record '

b} Prlor to any use of Ctty S name logo or brandmg in any advertlsmg or publncrty
. not including publication in academic journals, the Research Provider shall- .
- obtain prior written approval from the Clty, such approval notto. be unreasonab]y 2
_w1thhe]d :
€} T.he. prov.ision.s of this-Section shall survive the expiration or carlier termination
- of this Agreement.- The Research Provider and Researcher(s) have the right; -
- consistent with scientific standards, to publish, present, or use the study results lt
has gamed 1n the course of the research under thlS Agreement '

Ch01ce of Law and Forum Severabtlrty

- This Agreement shall be governed by and construed and mterpreted in aecordance wrth
- the laws of the State of North Carolina. Whenever possible; each provision of this

- Agreement shall be interpreted in such a manner as to be effective and valid under -

- -applicable taw, but if any provision, or portion thereof, is deemed by a court of -

- competent jurisdiction to be prohibited or invalid under applicable law. such provision or -
~ portion thereof shall be ineffective to the extent of such prohlbrtlon or mvahdrty, wrthout -
*invalidating the remainder of such provision or the remaining. prov1510ns of this =~
~ Agreement. The exclusive forum and venue for all legal actions arising out of this . -
- contract shall be the North Carolina General Court of Justice in Durham County Such
- actions shall nelther be commenced in nor removed to federal court. SR

14,

lnsurance Contractor agrees to maintain, on a primary bams and at its sole expense, atall -

-~ times during the life of this Contract the followmg applreable coverages and limits. The e
- requirements contained herem as well as City’s review or acceptance of insurance -
. mamtamed by Contractor is not mtended to.and shali not in any manner hmlt or quahfy
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‘the liabilities or obligations assumed by Contractor under this Contract.

‘Commercial General Liability — Combined single limit of no less than $1,000,000 each-
‘occurrence and $2,000,000 aggregate. Coverage shall not contain any endorsement(s)
-excluding nor limiting Product/Completed Operations ‘Contractual Liability or Cross
'Llabillty

‘Automobile’ Liability — Limits of no less than $1,000,000 Combined Single Limit.
Coverage shall include liability for Owned, Non-Owned and Hired automobiles. In the
event Contractor does not own automobiles, Contractor agrees to maintain coverage for
‘Hired and Non-Owned Auto Liability, which may be satisfied by way of endorsement to
the Commercial General Liability policy or separate- Auto Liability policy Automobile
‘coverage is only necessary if vehicles are used in the provision of services under this-
'Contract and/’or are brought on'a City of Durham 51te ' '

3Urnbreila3 or EXcess Liability - COntraetor maysatisfy the minifmim liability limits
required above under an Umbrella or Excess Liability policy. There is no minimum Per
‘Occurrence limit of tiability under the Umbrella or Excess Liability, however, the Annual
‘Aggregate limits shall not be less than the highest ‘Each Occurrence’ limit for required
policies. Contractor agrees to endorse City of Durham as an ‘Additional Insured’ on the
‘Umbrella or Excess Liability, unless the Certificate of Insurance states the Umbrella or
‘Excess. Liability prov1des coverage on.a ‘Follow-Form’ basis.

'Worker s Compensation & Employers Liability -Contractor agrees to maintain Worker S
‘Compensation Insurance in accordance with North Carolina General Statute Chapter 97
‘and with Employer Liability limits of no less than $1,000,000 each accident, each
‘employee and policy limit. This policy must include a Waiver of Subrogation.

- Additional Insured — Contractor agrees to endorse the City as an Additional Insured on .
‘the Commercial General Liability The Additional Insured shall read City of Durham as -
'its mterest may appear :

Certificate of [nsurance — Contractor agrees to provide City of Durham a Certificate of
Insurance evidencing that all coverage’s, limits and endorsements required herein are
‘maintained and in full force and effect, and Certificates of Insurance shall provide a
‘minimum thirty (30) day endeavor to notify. when available, by Contractor’s insurer. If
-Contractor receives a non-renewal or cancellation netice from an insurance carrier
‘affording coverage reqmred herein, or receives notice that coverage no longer complies
‘with the insurance requirements herein, Contractor agrees to notify the City within five.
-(5) business days with a copy of the non-renewal or cancellation notice, or written
“specifics as to which coverage: 1is no longer in compliance The Certiﬁcate Holder address-
should read: '

City of Durham

(Attn: Department of’ Commumty Safety
101 City Hall Plaza -

‘Durham, NC 27701 -

‘All insurance companies must be authorized to do business in North Carolina and be
7 of 8-
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- 'ac:eeptab’le'to'the C-ity of Durham’s R:isk:-Manager e

15

. Waiver. Noaction or failure to act by the Clty shall constitute a walver of any of i 1ts
rights or remedies that arise out of this contract, nor shall such action or failure to act

. constitute approval of or acquiescence in a breach thereunder ‘except as may be -
specifically agreed in writing. :

- 16..
-~ deemed or construed so as 1o in any way estop, limit, or impair the City from exercrsmg

Performénee of Govemment Functions ‘Nothing contained in this contract shall be

-or performmg any regulatory, polrcmg, legrslatlve, governmental or other powers or
g 'functlons

Rty

:A5512nment Successors and Assmns Wrthout the Clty s wntten consent the Research

. Provider nor Researchers shall not assign (which includes to delegate) any of its rights - -
- (including the right to payment) or duties that arise out of this contract. The City
- -Manager may consent to an assignment without action by the: City Council. Unless the -

City otherwise agrees in writing, the Research Provider, Researchers-and all assrgnees ;

shall be-subject to all the City’s defenses and shall be liable for all of the Research -

Provider or Researchers’ duties that arise out of this contract and all the City’s claims that

©arise out of this contract.  Without granting the Research Providér or Researchers the =

2 _rlght to assign, it is agreed that the duties of the Research Provider or Researchers that .

. arise out of this Agreement shall be binding upon it and its.heirs, personal
.representatlves successors, and assrgns - :

182

'NOthCS L s
- 'Any notices dehvered hereunder relatmg to thls Agreement shall be sent by first: class

- mail; facsimile, emall recogmzed courler or overmght dehvery serv1ce addressed as -
g 'tollows :

.o 8of8.
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To theC1ty :Ryan T

- Director, Commumty Safety Department
- -516 Rigsbee Ave. .
- Durham, NC. 27707

919 433 6196/rvan smlth@durhamnc gov.

19

o Wfl'h courtesy copres to:

: :Anthony.l Baker = o

- Senior Assistant Clty Attomey Polree Attomey o

602 E. Main Street - EORERIENO '
-~ Durham, NC 27701 - .

g -336 403-4967/t0nv baker@durhamnc gov .

To Research Provxder L
- - The Trustees of the Unlversny of Pennsylvama
- Office of Research Services - '

3451 Walnut Street, Floor 5
. Philadelphia, PA 19104-6205
- Attn: Associate Director (PD# 101107 19)

- X rscontracts@p_obox upenn edu -
o -'215 898 7293 R

: ':Wrth_co:urtes_y cop‘t_es_to._' o

- Dr. Anthony A. Braga Director - -
~Crime and Justice Policy Lab
~University of Pennsylvania -~
558 McNeil Burldmg
3718 Locust Walk

- Philadelphia, PA 1-91-{)4

- "(215)’5‘73'—’9097" o

Modifications, Entire Agreement. A modification of this contract is not valid unless ~

signed by both parties and otherwise in accordance with requirements of law. Further,a =
- modification is not-enforceable agamst the City unless it is signed by the City Manager, a .
~deputy or assistant City Manager, or, in limited circumstances, a City department = .
- director. This contract contains the entire agreement between the parties pertaining to the
- subject matter of this contract. With respect to that subject matter, there are no promlses, :
- agreements; conditions, inducements, warranties, or understandings, written or oral, -
expressed or rmphed between the partles other than as set forth or referenced in thls o

contract, = :

.
- terminate this. Agreement or the Services under this Agreement, that power may be -

C'ity' Manager"s Authority- /.. To the extent, if any, the Cltyhas the jpéjwér to enspend or =

- exercnsed by the Clty Manager ora deputy Clty Manager wrthout Clty Councal actlon

In Wltness Whereof the partles acknowledge thelr agreement to the foregomg as of the date
ﬁrst set forth above by executlon of the Agreement : :
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- RESEARCH PROVIDER

: Name Quinn Casey on behalf of the Trustees of the Umversrty of Permsylvama
'Tltle Assocrate Dlrector ORS Contracts :

o :C'omrrlohWea'lth' of Pénhsvl:vahia Ack:ndwl:ed:gmént by Corporaﬂorl
- . .County of Philadelphia =
S (Type or prmt state and countv where notarlal act was performed)

/; Q r m \_Q n )Q Ou) @ . (T ype ot prmt name of notary publrc),
a notary public, certify that Quinn Casey personally appeared before me this day and stated that -
- -he is an authorized signatory of the Trustees of the University of Pennsylvania, & corporation,
~and that by authority duly given and as the act of the corporation, he or she si ﬁ\ned under seal
- 'the 'Eiregom contract or agreenzent wnth the Clty of Durham Thls the A" Nday: of :

;20 ) State of: ennsﬂvanl

. B SR R e s
M)/commtssmnexplres Spril 0 , 20977 _:Coumyo.:mg*—PhgzgjmeLtmé i

(yww/n /@M#Q NotryPublic ;Eﬁfm&mﬁd&y"g%w L
= ﬂm/me,m L

- ._Carmen Rowe, Notary Public
-_My Cornmission Expn‘es 04/03/2027

:Re.sea_rc.her_ .: T e

:Re_searche.r e Date



