SCOPE OF SERVICES
RFP No. 20-012

This Scope of Services will become an integral part of the contract between the County of Durham
and the Contractor. The Contractor hereby agrees to provide services and/or materials to the County
pursuant to the provisions set forth below.

1.0

2.0

3.0

4.0

5.0

PURPOSE: The purpose and intent of the Request for Proposals (RFP) is to solicit
proposals from qualified firms to provide a HIPAA Privacy and Security Risk Assessment
and GAP Analysis for Durham County Government.

In order to ensure compliance with the HIPAA Regulations, Durham County Legal
Department is requesting proposals for a Consultant or Firm to perform a HIPAA Privacy and
Security Risk Assessment and Gap Analysis for Durham County. The purpose of this RFP is to
select a qualified Consultant or Firm to perform the risk and gap assessment for Durham
County’s infrastructures and facilities, identify problem areas and make specific
recommendations for remediation to ensure HIPAA Privacy and Security compliance.

The Scope of Services shall consist of visiting different divisions and programs to perform the
compliance assessment, a technical vulnerability analysis of the internal and external IT
infrastructure (including all servers, workstations, routers, switches and firewalls). A written
summary of all problem areas shall include specific remediation recommernidations for HIPAA
Privacy and Security. Additional deliverables, at the County’s direction, may include a
detailed project plan and support for remediating and addressing all findings, the drafting of
organization-wide HIPAA Privacy and/or Security policies and procedures, and the
development of a HIPAA Privacy and/or Security training program. The Consultant or Firm
shall have the staff and resources to implement and complete the requirements of this RFP
for the audit including the written summary due by December 31, 2019, proposal due date.
The timeframes for the additional deliverables may be negotiated.

INVOICE PAYMENT: Invoices submitted will be paid net 30 days. Invoices shall-be
forwarded to the County’s Designated Representative for review and payment approval. All
invoices shall document services provided.

TERMS OF CONTRACT: The term of the contract will be from Date of Award through
June 30, 2020.

CANCELLATION OF CONTRACT: The County of Durham reserves the right to cancel
and terminate any resulting contract(s), in part or in whole, without penalty, upon 30 days
written notice to the Contractor. Any contract cancellation shall not relieve the Contractor(s)
of the obligation to deliver and/or perform services on all outstanding orders issued prior to
the effective date of cancellation.

COUNTY DESIGNATED REPRESENTATIVE:

Kierra Simmons, Compliance and Privacy Officer
Phone: 919-560-0732; Email: ksimmons@dconc.gov

13



6.0

Lowell Siler, County Attorney
Lyvon Garth, IS&T Chief Information Security Officer
Janelle Owens, Risk Manager

Soliciting information about this RFP after the release date from anyone within Durham
County Government other Durham County Purchasing Division is prohibited.

All communication between the Purchasing Division and the prospective Proposers shall be
in writing. Email all questions to purchasinggroup@dconc.gov. Any inquiries, requests for
interpretation, technical questions, clarification, or additional information shall be directed
to Hilda W. Williams, Senior Procurement Specialist, at the email address above. All questions
concerning this RFP shall reference the RFP number, section number and paragraph.
Questions and responses affecting the Scope of Services will be provided to all Proposers by
issuance of an Addendum. No Site Visits are allowed.

BACKGROUND:

In 1996, the United States Congress passed the Health Insurance Portability and
Accountability Act (HIPAA), one of the purposes of which was to simplify and standardize the
administrative functions of healthcare. The Administrative Simplification provisions (Title II)
of this law require an adaptation and implementation of standards for the privacy, security
and arrangement of electronic healthcare transactions. The Health Information Technology
for Economic and Clinical Health Act of 2009 (HITECH Act) of the American Recovery and
Reinvestment Act of 2009 (ARRA) contains provisions that significantly affected the HIPAA
Privacy and Security Rules. The HIPAA Privacy Rule and the HIPAA Security Rule (collectively,
the “HIPAA Rules”) were issued by the United Sates Department of Health and Human
Services in 2002 and 2003, respectively.

Durham County Government is looking for a qualified consultant or firm to perform a Privacy
and Security Risk Assessment (RA) as defined in the HIPAA Privacy and Security Rules 45
CFR 164.308(a)(1)(A). The RA will consist of both technical and compliance analysis of
Durham County infrastructure and security compliance program.

A. DEFINITIONS

. Assessment means the HIPAA Act Security and Privacy Risk Assessment and Gap
Analysis requested through this RFP.

. Compliance means meeting the requirements of the HIPAA Security and Privacy
Rules.

. Contract means a written agreement between County of Durham and Proposer
selected to provide a HIPAA Privacy and Security Risk Assessment and Vulnerability
Gap Analysis.

o Consultant means the successful Proposer selected to provide a HIPAA Privacy and
Security Risk Assessment and Vulnerability Gap Analysis contract for selected County
Departments.

. ePHI means electronic Protected Health Information .

. Gap Analysis means an accurate and thorough assessment of the potential risks and

vulnerabilities to the confidentiality, integrity, and availability of electronic protected
health information held by a covered entity. For the purposes of this RFP, gap analysis
will also include a written report of analysis findings with short term and long term
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7.0

remediation necessary to ensure technical vulnerability findings are remediated or
addressed, compliance with HIPAA Security and Privacy Rules, preparation of HIPAA
Security and Privacy policies and procedures, staff and clinical areas have sufficient
security training and knowledge and assistance in identifying covered components
for an appropriate hybrid entity designation.

. HIPAA means the Health Insurance Portability and Accountability Act of 1996

. HIPAA Privacy Rule means the provisions regarding the privacy of individually
identifiable health information located in 45 CFR Part 160 and Subparts A and E of
Part 164 as well as any amendments.

. HIPAA Security Rule means the provisions regarding security standards for the
protection of electronic protected health information located in 45 CFR Part 160 and
Subparts A and C of Part 164 as well as any amendments.

. PHI means Protected Health Information
) Proposal means a formal written response to this RFP submitted by a Proposer.
. Request for Proposal (“RFP”) means all documents, including those attached or

incorporated by reference, used for soliciting proposals to provide a HIPAA Security
Risk and Vulnerability Assessment.

. Proposer means any person or organization who submits a Proposal in response to
this RFP.
B. The goals of this engagement are to:
1. Meet HIPAA Privacy and Security Rule testing requirements.
2. Satisfy the Meaningful Use Core Objective to Protect Electronic Health
Information.
3. Guide Durham County Government's Management team, specifically in

Information Technology and Compliance, to more effectively prevent, detect,
contain, and correct privacy and security violations.

4. Identify and detail areas of privacy and security risk within the Durham
County infrastructure, staff and the physical security of clinical and
administrative facilities.

5. Gauge the effectiveness of Durham County’s policies and procedures,
including the execution of policies and response of staff and clinicians to a
privacy and/or security event.

6. Potentially develop a long-term partner relationship.

WORK REQUIREMENTS:

Conduct HIPAA Privacy and Security risk analysis and prepare 1) a written report of analysis
findings for each division that includes short and long-term remediation necessary to ensure
HIPAA Privacy and Security compliance, and generally-accepted security best practices 2) a
comprehensive Countywide report that includes the common analysis findings across
departments and the short and long-term remediation necessary to ensure HIPAA Privacy
and Security compliance, and generally-accepted security best practices.

The Proposer shall:

1. Conduct a thorough Privacy and Security Risk Analysis. The Analysis will
specifically evaluate the current standing of Durham County’s business and
clinical practices in relation to HIPAA Security and Privacy rules. This will
include current operations and policy status as compared to HIPAA Privacy
and Security Rule standard and specific remediation steps to correct potential
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violations. The Analysis will include all Durham County HIPAA programs and
related administrative policies and procedures, office conditions, and
information technologies in use by Durham County Government.

Conduct a comprehensive review and assessment of the Countywide and
departmental privacy program, policies, and practices. This review shall
include:

HIPAA Privacy Rule/HITECH Compliance

Training and awareness

Use, Disclosure, and Access Practices

Rights of individuals related to PHI

Breach Evaluation, Determination, Response, and Sanctions

Privacy & Security Compliance Management

Designated Record Sets/Accounting of Disclosures

Research Policies and Practices

Data governance and safeguards

Authorizations and Consents

@ oo an o

Conduct documentation review. Contractor shall review and analyze current
policies, procedures and documentation around Countywide and
departmental privacy program against the County’s operating environment
and regulatory requirements.

Conduct onsite visits of various locations - to be determined by Durham
County’s programs in order to evaluate physical structures to determine if
building or space modifications are required to comply with HIPAA Privacy
and Security regulations or other state Security and Privacy statutes.

Interview selected management and staff members regarding common
Security and Privacy related practices within branches/programs and
between branches/programs to include, but not be limited to, disposal,
storage, and encryption practices or procedures.

Identify all information systems and communication networks that store,
maintain, or transmit ePHI and determine compliance with HIPAA Privacy
and Security regulations or other state Security and Privacy statutes. Identify
locations were paper PHI is stored and maintained and determine compliance
with HIPAA Privacy and Security regulations or other state Security and
Privacy statutes.

Evaluate the potential risks associated with how the different
department/programs collect, use, manage, house, transmit, disclose and
dispose of information and evaluate options or changes to current practices
in order to meet HIPAA Privacy and Security regulations or best practices for
security of sensitive information.

Evaluate risks related to management, investigation, and remediation of
Privacy and Security incidents, breaches, and client complaints.

Analyze the current Durham County physical and electronic PHI-handling and
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monitoring practices against the requirements of HIPAA Privacy and Security
regulations and guidelines and identify gaps between current practices and
required practices under HIPAA Privacy and Security regulations.

11. Review Durham County policies, procedures, and practices for release,
disclosure and recording of health information for compliance with each of
the following HIPAA Privacy and Security standards:

i
ii.
iii.

164.308 Administrative Safeguards
164.310 Physical Safeguards
164.312 Technical Safeguards

iv.  164.502(b) Standard: Minimum Use and Disclosure of PHI
v.  164.508 Uses and Disclosures for which an authorization is required
vi. 164.510 Uses and Disclosures requiring Opportunity for Individual to
Agree or Object )
vii. 164.512 Uses and Disclosures for which an Authorization is not
Required
viii. = 164.520 Notice of Privacy Practices
ix.  164.522(a) Right to Request Restrictions on Uses and Disclosures
X.  164.522(b) Right to Receive Confidential Communications
xi.  164.524(a) Access of Individuals to PHI
xii.  164.526 Right to Amend PHI
xiii. = 164.528 Right to an Accounting of Disclosures
xiv.  164.530(a) Standard: Personnel Designations
xv.  164.530(b) Standard: Training
xvi.  164.530(c) Standard: Safeguards
xvii.  164.530(d) Standard: Complaints to the Covered Entity
xviii.  164.530(e) Standard: Sanctions
xix.  164.530(f) Standard: Mitigation
xx. 164.530(g) Standard: Refraining from Intimidating and Retaliatory
Acts
xxi.  164.530(h) Standard: Waiver Rights
xxii.  164.530(i) Standard: Policies and Procedures
xxiii.  164.530(j) Standard: Documentation

12. Review Durham County’s HIPAA Breach incident reporting and response
practices, procedures and policies for sufficiency.

13. Review a sampling of Durham County’s contracts, Business Associate
Agreements, research and data use agreements, confidentiality agreements,
Hybrid Designation, and other organizational relationships for HIPAA
Security and Privacy compliance.

14. Review Durham County Security and Privacy training modules currently used
by the organization to determine if there are gaps between training content
and HIPAA Security and Privacy standards or state Security and Privacy
statutes. Evaluate training module to determine appropriate changes to
improve training efficacy. Identify training requirements for staff,
management, and executive levels to include determination if some training
should be procured externally.
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15.

16.

17.

18.

19.

Review Durham County Human Resources policies, procedures and practices
for HIPAA Security and Privacy compliance, including the review of all HIPAA-
related agreements for new hires (employees, contracted employees,
temporary employees, volunteers, etc.), onboarding and termination
procedures, the sufficiency of the HIPAA Privacy and Security Officers’ job
descriptions and job assessments, employee disciplinary process and the
protocol for addressing breach-related infractions.

Describe in detail a proposed analysis process to be followed for each
branch/program including a work plan documenting tasks to be
accomplished, timeframes and the responsible party.

Commence Analysis within thirty (30) calendar days of Contract award and
complete Analysis within one hundred and twelve (112) calendar days of the
Contract award. Submit to Durham County a comprehensive report detailing
the findings of the Analysis, due within fifteen (15) calendar days (timeframe
negotiable) of completing the field analysis.

Suggest specific short and long-term projects and remediation for each
individual branch/program audited, including a tentative timeframe and
budget, for the correction of identified discrepancies in HIPAA Privacy and
Security compliance.

Durham County will not be liable for any costs incurred by the Proposer in
preparing a response to this RFP. Proposers submit proposals at their own
risk and expense. Durham County make no guarantee that any products or
services will be purchased as a result of this RFP and reserves the right to
reject any and all proposals.

8.0. KEY DELIVERABLES

As aresult of this project, Durham County requests a documented and prioritized list of risks, each
defined by a specific vulnerability, its impact, and the asset affected, a rating of overall relative risk
and criticality, references where applicable to specific regulations within the HIPAA Security and
Privacy Rules and a recommendation to mitigate the risk.

ITEM . EXPECTED DELIVERY DATE

HIPAA Privacy and Security Risk Assessment and Analysis
shall include the following departments: Public Health, | Commence Analysis within thirty (30) calendar
Social Services, Emergency Management, Criminal Justice | days of Contract Award and complete analysis
Resource Center and IS&T. within one hundred and twelve (112) calendar
The Analysis shall include:

A. Part 1: Security Risk and Gap Analysis

B. Part 2: Privacy Risk and Gap Analysis

days of Contract Award.

A. Mitigation and Technical Assistance with Shall not exceed sixteen (16) weeks unless
Consultant on Retainer, shall be on-site/off-site | otherwise authorized by the County.
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at the convenience of the County.

Consultant period shall not start until fully
completed final reports have been received by
Durham County Government.

County-wide Report. A Comprehensive Report

including the following:

1. Executive Summary - appropriate for
senior management to review and
understand the current level of risk.

2. Introduction - including the scope and
methodology used for this assessment.

3. Findings and Recommendations:

a. Clearly separate privacy and security
findings and recommendations

b. Clearly identifying common Security and
Privacy Findings across the County
Departments.

c¢. Providing sufficient technical detail
for the IT team to understand, replicate
and remediate the issue.

d. The findings for any compliance issues
with HIPAA Security and Privacy Rules
and generally accepted security and
privacy best practices will include
sufficient detail on remediation within
industry best practices, workflows,
policies and procedures.

Control and /or vulnerability categories
tested and the results of the testing.

Department Specific Reports. Detailed

reports that include department specific findings

for each department reviewed in this analysis.

These reports shall include:

1. Executive Summary - appropriate for senior
management to review and understand the
current level of risk.

2.  Introduction - including the scope and
methodology used for this assessment.

3. Findings and Recommendations:

a. Clearly separate privacy and security
findings and recommendations

b. Providing sufficient technical detail for
the IT team to understand, replicate
and remediate the issue.

¢. The findings for any compliance issues
with HIPAA Security and Privacy Rules
and generally accepted security and
privacy best practices will include
sufficient detail on remediation within
industry best practices, workflows,
policies and procedures.

Control and/or vulnerability categories
tested and the results of the testing.

Reports shall be submitted to Durham County
within fifteen (15) calendar days (time frame
negotiable) of completing the field analysis.
The Final Reports shall be submitted in three
(3) hard copies and (1) electronic PDF
document.

All reports shall be marked “Confidential and
Proprietary”
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The deliverable will be both concise and comprehensive, free from false positives and false negatives, and
provide sufficient technical and compliance narrative detail to support all findings. Deliverable must be in PDF
format and shall be delivered encrypted or via another secure method. In addition, a presentation of findings
to executive management and the technical team may be required. Assessment follow-up access to the
department representatives for questions and clarifications associated with the deliverables is desired for a
period of 4 months after the delivery of final and completed reports (please factor this into your quote).
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Chirpy Bird, Inc. Proposal in response to
HIPAA Privacy and Security Risk Assessment and Gap Analysis — RFP 20-012
February 25, 2020

Tab 3 — Corporate Overview

Proposer and Contact Information

Chirpy Bird, Inc.

Robin Roberts, President

2474 Green Point Lane

Denver, NC 28037

Phone: 888-647-7247 x1

Fax: 888-647-7247

Email: rocbin@chirpybirdinc.com

Corporate Structure

Chirpy Bird, Inc. was founded in 2016 and has been operational since August 2018. It was initially an LLC
based in the Commonwealth of Virginia. Due to rapid business growth, Chirpy Bird converted to an S-
corporation, organized and headquartered in North Carolina in February 2019.

Chirpy Bird, Inc. currently has two officers, its original co-founders who jointly own 100% of the firm.

Robin Roberts Joy Rios
President Vice President and Treasurer
2474 Green Point Lane 2420 Vancouver Avenue
Denver, NC 2807 San Diego, CA 92104

Chirpy Bird, Inc. is recognized by the United States System for Award Management (SAM) database as a 50%
minority-owned business (Hispanic) and a 100% woman-owned business. Certification paperwork with the
respective department of North Carolina has been filed and is pending completion. At the time of contract
performance, we anticipate having the certification and will be fulfilling the contract with 100% our own
workforce.
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Fee Schedule

Attachment A

Chirpy Bird, inc. Proposal in response to

HIPAA Privacy and Security Risk Assessment and Gap Analysis — RFP 20-012

FEE SCHEDULE
(RFP No. 20-012)

' February 25, 2020

In accordance with the attached Instructions, Terms, and Scope of Services we submit the following
Proposal to Durham County.

ITEM

DESCRIPTION UNIT

Security and Privacy Risk Assessment {1) Each
& Gap Analysis

Mitigation and Technical Assistance

With Consultant on Retainer

Report (s)

Est. hours

Travel must be included in the fixed quote.

Price Breakdown: 2

Privacy Risk Assessment & Gap Analysis {1) Each
Mitigation and Technical Assistance

With consultant Retainer

Reports

Est. Hours

Travel must be included in the fixed quote.

Security Risk Assessment & Gap Analysis {1) Each
Mitigation and Technical Assistance

With consultant Retainer

Reports

Est. Hours

Travel must be included in the fixed quote.

FEE

$.51.500 /Fixed?

250 /Estimated hrs.

$_27810 /Fixed ~

135 /Estimated hrs,

$_23.690 /Fized

115 /Estimated hrs.

1 certify that the contents of this proposal are known to no one outside the firm, and to the best of my knowledge
all requirements have been complied with.

Date: _02/25/2020 Au

)

e T —

President

Title

Chirpy Bird. Inc.

Firm Name

! The above Fixed Cost should be based on being awarded the entire project,

2 The above Fixed Costs in this section should be based on being awarded only the specific assessment listed,
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Chirpy Bird, Inc. Proposal in response to
HIPAA Privacy and Security Risk Assessment and Gap Analysis — RFP 20-012

No Proposal Reply Form
Not applicable.

Addendum Acknowledgement Form

Attachment C
ADDENDUM ACKNOWLEDGEMENT
RFP No. 20-012

Receipt of the following Addendum is acknowledged:
Addendum no._ 01 Date 02/20/2020
Addendum no. Date
Addendum no. Date
Addendum neo. Date
Addendum no. Date

Signature: 7 iDate: __02/24/2020

President
- Title

Chirpy Bird, Inc.

Name of Firm

' February 25, 2020
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Chirpy Bird, Inc. Proposal in response to
HIPAA Privacy and Security Risk Assessment and Gap Analysis — RFP 20-012

* February 25, 2020

Non-Collusion Affidavit Form

Attachment D
NON-COLLUSION AFFIDAVIT
State of North Carolina
County of Durham
Robin Roberts being first duly sworn, deposes and says that:
1. HefSheisthe President  of (ChigpyBidine . the Proposer that has submiited
the attached proposal;

2. He/She is fully informed respecting the preparation and contents of the attached Proposal and of
all pertinent circumstances respecting such Proposal;

3. Such Proposal is genuine and is not a collusive or sham Proposal;

4, Neither the said Proposer nor any of its officers, partners, owners agents, representatives,
employees or parties of interest, including this affidavit, has in any way colluded, conspired,
connived or agreed, directly or indirectly, with any other Proposer, firm or person to submit a
collusive or sham Proposal in connection with the contract for which the attached Proposal has
been submitbed or to refrain from bidding in connection with such contract, or has in any manner.
directly or indirectly, sought by agreement or cobusion or communication or conference with any
other Proposer, firm or person to fix the price or prices in the attached Proposal or of any other
Proposer, or to fix any overhead, profit or cost element of the Proposal price of any other Proposer
or o secure through collusion. conspiracy, connivance or unlawful agreement any advantage
against the County of Durham or any person interested in the proposed contract; and

5. . The price or prices quoted in the attached Proposal are fair and proper and are not tainted by any
coilusion, conspiracy, conmivance or unlawful agreement on the part of the Proposer or any of its
agents-Tepresentatives, owners, employees, or parties in interest, including this affidavit.

02/ p72020
5 Date
Subscribed and sworn before me,
this L dayof _feb 2020
(Seal)
e . e
%Mﬂ-ﬁ—r“’\{ﬁ” it
Notary Puslic SUOSA A, 3;"9,,
s‘\ )\ e
. s NO G
Notary Public . h 7 Bl -
My Commission Expires: 37493 3(’2 4’9 . % =
£ :
9 Suc & ‘
I” \\\
"’l ,OUNT\( . %\“\

i

POPOBLLIHLY OY

[
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Chirpy Bird, Inc. Proposal in response to
HIPAA Privacy and Security Risk Assessment and Gap Analysis — RFP 20-012
' February 25, 2020

Affidavit of Compliance (E-verify) Form

AFFIDAVIT OF COMPLIANCE
STATE OF NORTH CAROLINA AFFIDAVIT OF COMPLIANCE
COUNTY OF DURHAM with N.C. E-Verify Statutes

I, _ Robin Roberts (hercinafter the “Affiant”), being duly authorized by and on behalf of
Chirpy Bird, Inc. (hereinafter "Contractor”) after first being duly swom hereby swears or
affirms as fallows:

1. Contractor understands that E-Verify is the federal E-Verify program operated by the United States
Department of Homeland Security and other federal agencies, or any successor or equivalent program
used to verify the work authorization of newly hired employees pursuant to federal law in accordance
with Article 2 of Chaprer 64 of the North Carclina General Statutes; and

2. Contractor understands that an “Employer”, as defined in NCG5§64-25(4), is required by law to use E-
Verily to verify the work authorization of its esnployess through E-Verify in accordance with NCGSHEd-
26(a). The term “Employer” does mot include State agemcies, counties, municipalities, or other
governmental bodies.

3.  Contractor is aperson, business eatity, or other organization that tran=acts business in this State and that >
employs 25 or more employees in the state of North Carolina. (mark Yes or No}

a. YES
b. B0 _X

4, Contractor will ensure compliance with E-Verify 1o the extent applicable and will ensure compliance by
any subcontracrors subsequently hired by Contractor to perform work under Contractor's contract with

Durham County.
The ‘deayof L1y Q
' 0-@\?
Signature ofﬁaﬁ.l/ -
Print or Type Name::KO’,E‘\r\ /RQLU\-@
.
State of N - L,
Comnty of __ L4ne2ln = \\\“\’\QA A Z,qll"’
Signed znd sworm to {or afiirmed) before me, this the Ll g S’\ NO )QS;".—
f=ct z 3 Tq. ©=
4 ol W32 HO ¢ 0 “ﬂﬂf‘ “t
= -
My Commission Expires: ) g X '0(, © =
3-/19-93 Alon & 2To~ e 9, Slic ¢
Nmuf/b’uhﬁc = %, ,?OUNT‘( ’$‘\\\\
"0l||”||\“\
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Chirpy Bird, Inc. Proposal in response to
HIPAA Privacy and Security Risk Assessment and Gap Analysis — RFP 20-012

Vendor Application/W-9 Form

Vendor Application

1T S CRITICAL TO THE COUNTY THAT YOU COMPLETE ALL DATA - PLEASE PRINT OR TYPE
{AW-9 FORM IS REQUIRED AND MUST BE SUBSITTED WITH THIS FORM)

1. Vendor Name: Chirpy Bird inc.

' February 25, 2020

Do you require 5 10097 Yes [L] No [F]

2. Mailing address for payments: 3. Mailing address for purchase onders, proposals and bids:
2474 Green Point Lane 2474 Green Paint Lane
Denver, NC 28037-9430 Denver, NC 28037-9430

4. Contact Person R0DIN Roberls : _ Pnones [B88-647-7247 x0
Emsz: FODIN@Chipybirdine. com Faxs. CB8647-7247

5. inwhat City and State is your firm ficenseq? JENVET, NC

K tisensed in NC, indicate Counly (for tax purposes) Lincein

-.— ton[F] & sental Agency [T]  Otner

7. ¥s your firm a large business? Yesg Nn 8. Is your fitn a smaf business? Yes[¥] NoD

a. ¥s your fiem 51 percant or more owned and operated by a woman? Yes@ Nog
# yes, with what govermmental agencies are you certified?

10. s your fism 51 p or more d and operated by & ninority? 'resg Nom
' Kyes with wihat govemnmental agencies are you certified?
identify appropriate minority group:
Black Amedican ] Mative Amencen [T]  Hispanic [T]  Asianmacific [L]  Asion indian ]

11. 5 your firm incorporated? Yes NOD
12. s your finn a not-for-profit concem? YesD Nn
13. Is your firm a handicapped busi ? YesD Nu

4. Give o brief descrigtion of goods or sesvices your ﬁ__vm provides:
Heaith IT Consufting Services

N BN e A
™LA S . presien

obin Roberts ose  02/17/2020

Prirt nams;

§f you have any questions concerning this form, call Durham County Purchasing Division - (319) 550-6051.

FOR DEPARTMENT COMPLETION
{Prior to Vendor Distribution)

Email to: or Fax to:

Department Contact Email Department Contact Fax No.
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Chirpy Bird, Inc. Proposal in response to
HIPAA Privacy and Security Risk Assessment and Gap Analysis — RFP 20-012
' February 25, 2020

{ Request for Taxpayer iva Formn
| identHfication Number and Certification | kst Do o
kel Bt Sarvica

P G % wwww.irk pviFormid for irmirstians ond the et | wond 1o the IRS.

Wrformarnion.

14 M&Mﬂmrmmmm.mif-@m&mmﬁnmmmunm_ I
T BUSHEL hEmATEafkardse witlly cieny. i 4ot om sbove = T e
Cturpy Bird, Inc. - 5 az :
gl acmw;mhmuxwmmmmmmmamgmmr Checonly one of e li-.v;ﬁbmknu;;ﬂ-n-p,u
;E Fobvang SvEn DOKEL. CaFtaim b, )ikl L

_ midnuctions. on page X:
|surachmbole: proprict D:Bmﬂhn aa@-m D&mﬁn DTmum |

P g
g - inamibay LD Entrryzt peye dle 41 am)
E jt Litsdiaed vishilty comrpmny. Briber The: 15X Classsfication [C=C PG, B8 cumonrinn, Folainegd

PYiO oF i,
Swe Spoaimc invras o on

[ et SR s et sk e o, R | oo o
| anather LLC ) 22 st ooeogiecied Fon the v for U.5. 4808l K2 purracasis Oihaneden, » sglemarier |1 6 ol 5008 M ait) e
s toregrtiad om the Durer sheeds chck the Siisnie b for B G HessRzEon of k% GWIe,
] Sarer tvoe insinsctions) = o Plowios b oy THis e Bk e S
E Aciross jarabiy, s 7 i tx 9ute 1) Bow lntrachions, | Pegumate's surm e acidees footional,
2474 GGreen Pomt Lane | : ) . | Duhamcounty
A Oy win W 2P oode [ 306 East nbaln Strest
Denver, North Carcling J8037-9430 | twmmsczm
| # Let noroust mmbaris) bare foptioash = - —
ﬁ_Tmmy!m_Mﬂ.&i!@;ﬁrﬂm o
Erttes yinr TIN in the aroroprie box. Tha TIN provides must muich She e given e kne 1 o avod Soshlmouty umiber. ~ T

._e,
]

{
Baskup withhoidng, Far inwdugly, 1his i ganseady pour socinl senurkly numbar (SE5M. Howevar, 77 o o | &
wm.wcm,mwmﬂny,ummmmgm.wm ’ ;=
?mmimwwwmmmmmwnum Mmdomll‘uw:mh.mﬂawbgm egayhicy 15
.lluf_ w B
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Chirpy Bird, Inc. Proposal in response to
HIPAA Privacy and Security Risk Assessment and Gap Analysis — RFP 20-012
' February 25, 2020

MWBE Forms

Affidavit A - List of Good Faith Efforts

In the performance of contract work, Chirpy Bird will utilize our own workforce and expects to satisfy the
women owned MWBE goal.

Affidavit A
ATTACH TO BID

State of North Carolina AFFIDAVIT A - List of the Good Faith Effort
COUNTY OF DURMAM

Affidavit of Chirpy Bird, Inc

(¥ame of Bidder)

Ihave made a good faith effort to comply wader the fillowing areas chediad:
{A minimum of 5 areas must be checked in order to have achiewed a "good faith effort”)

1-Contacted minority businesses that reasonahly ocould have expected 1o submit a gnote and that were known to the contractor, or available oo
State or Jocal government-maintained lists, at least 10 days before the bid date and notified them of the nature and scope of the warkto be
performad

2-Made the construction plans, specifications and requirements available for resiew by prospective minority businesses or providing these
docnments to them 4t Jeast 10 days before the bids are due.

3-Broken down or combined elemants of work into economicalky feasible units to facilitate MinoTity parvcipation.

medmmmywade.tommmity.wmmgmizaﬁmsidmﬁﬁmbﬁhem of Historirafly Undennitized Bosinesses and
chded in the hid dommmtsthnpwvideaésismminremﬂmmufmﬁmﬁtybnﬁmss.

S-Attended pre-bid meetings scheduled by the public owner.

A0 2O Q 4

5-Provided assistance in getting required bonding or inserance or provided altematives to bonding ot insurance for subcontrastors.

|

7-Negotiated in good fajth with interested minority businesses and did not reject them as ungualified withont sound reasons based on their
capahilities. Any rejection nfanﬁmﬁryhxﬁnessbnedmhcka(quaﬁﬁuﬁmshmﬂhan&emdmmudinwﬂﬁng

3:

B—hvﬁdedassthmemanothuwﬁequﬂiﬁedmmomyhminmdohqﬁpmm Ioan capital, lines of eredit, or joint pay agreements to
secure loans, supplies, or letters of credit, including watving credit that is ordinarily required, Assisted minorizy businesses in obtaining the
same unit pricing with the Bidder’s suppliers in order to ielp minority businesses in establisiing credit.

29

9-Negotiated joint venture and partnership arvangements with minority businesses in order to increass opportunities for minoyity business
participation op a public construction or repair project when possible.

10-Provided quick pay agreements and policies to enable minority contractors and suppliers to meet cashfinw demands,

)

In aceprdance with GS 143-128.2(d) the undersigned will enter into a formal agreement with the firms Hsted in the identification of Minority Basiness
Participation schedule conditional upon execuion of a contract with the Owner, Failure to abide by this statutery grovision will ponstitute a breach of the
pontrare.

‘The undersigned hereby certifies that he or she has read the terms of the minerity businass eommitment and is authertzed to bind the bidder to the

commitment herein set forth
Date: 2/ /2020 Nameof Authorized Officer: ___Robin Roberts

I State of North Carolina, County of_ 412 LO/N
) ZAT ’I,,’ Subscribed and swo: mm;_%uf&é 2020
’

K . 4,  MNotary Public Lo )
& P%EAL &, %, My commission expires - (/244G 2%
S3 T2
3 TARL ” %
=% PuL\© §§

% Py RN

‘s N 9

’r,?/\/ COU\QI\‘:\‘
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Chirpy Bird, Inc. Proposal in response to
HIPAA Privacy and Security Risk Assessment and Gap Analysis — RFP 20-012
+ February 25, 2020

Affidavit B ~ Intent to Perform-Contract with Own Workforce

ATTACH TO BID - IF YOU ARE NOT UTILIZING SUBCONTRACTORS

State of North Carolina AFFIDAVIT B - Intent to Perform Contract with Own Workdforce

COUNTY OF DURHAM

Affidavit of Chirpy Bird, Inc

{Name of Bidder)

1 hereby certify that it is our intent to perform 1008 of the work required for

he HIPAA Privacy and Security Risk Assessment and Gap Analysis contract.
{Name of Project)

In making this certification, the Bidder states that the Bidder does not customarily subcontract elements of this type
project, and normally performs and has the capability to perform and will perform all elements of the work on this
project with his/her own current work forces; and agrees to provide any additional information or decurmentation
requested by the owner in support of the above statement.

The undersigned hereby certifies that he or she has read this certification and is authorized to bind the Bidder to the
cormmitments herein contained.

Date:dl ~ QQQ . QQQ‘O Name of Authorized Officer/ \Robin Rolerts
Signature: % é J,(LH\’-

Title: :Pr (/::—3/ £ j&’l‘i’

— State of Norsh Carolina, County of __ L4 N
| iy Subscribed and sworn to before me this c/loday of /¢4 200
Vg 1 .
\\;‘\ﬁ_% TQL ", —Netaypusie  (ALGA 2aii
\y
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Chirpy Bird, Inc. Proposal in response to
HIPAA Privacy and Security Risk Assessment and Gap Analysis — RFP 20-012

+  February 25, 2020

Affidavit C— Portion of Work to be Performed by Certified MWBE Businesses

Affidavit € ATTACH TO BID - IF YOU HAVE MWBE PARTICIPATION
State of North Carolina AFFIDAVIT C - Portion of the Work to be Performed by Minority Firms
COUNTY OF DURHAM

Durham County Goals for MWBE Participation in the Procurement of Goods, Services and Construction

MWBE Availability
Categories Coustruction Architectf Services Goods %
Engineer {(Median
Availabilicy )
Black American 14.6 9.8 109 2.8 10.49%%
Asian American 1.3 3.0 L1 43 1.3%
| Hispanic American 42 1.8 (1) A3 159
American Indian 65 75 prig .5 7085
White Female i3s8 110 9.5 ) 7.1 10.349;
— Overall MWEB icipation Goal = 250
Affidavit of Chirpy Bird, Inc. 1do hereby certify that on the
{Name of Bidder)
HIPAA Privacy and Security Risk Assessment and Gap Analysis
: {Project Name)
Project ID No.__ REP 20-012 Amonnt of Bid § $51.500
Iwill expend a minimum of 10o% of the total dollar amouant of the contract with minority businesses enterprises. Work will be N
subcontracted to the following firms listed below. Attach additional sheets if needed.
Firm Name {Streat *Minority Percentage
Address /Zip /Telephone) Category Wordk: Description Dollar Value of Goal

“Minority categories: Blaclk, African American (B). Bispanic (H), Asian American [A), American Indian {0, Female (F)

Pursuant to GS 143-128.2(d). the undersigned will enter iato a formal agreement with Minority Firms for work listed in this schedule
conditional upon execution of a contract with the Owner. Faihure to fulfill this commitment may constitute a breach of the contract.

The undersigned hereby certifies that he or she has read the terms of this commitment and is authorized to bind the bidder o the

commitment herein set forth,
0!
\Déth! v '%2’% léZDng Name of Authorized Officer:
\\\\ oY P 19@ ’/,’
% T
Y ,éOT ARy =
E Sgate of North Carolina, County of LI n ol @)
% () Sbscribed and swgm to before me thi day of L4 2020
) pjy,@ \_\| < Notary Public
g ; f\ . \:M_v' ission expires, -5 -3
’

\
= N\
‘s 4, OU$ \‘\‘

2
il,“““‘\\\

Affidavit D — Good Faith Efforts

Per the RFP’s instructions, this form will be submitted only after receipt of notice of being the apparent
lowest, responsible, responsive bidder.

11





